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Context
Today, most OEMs equip their state-of-the-art vehicles with traffic sign recognition systems. In
those vehicles the traffic sign recognition is performed by computer vision systems, which are
usually implemented with Deep Neural Networks (DNNs).
Unfortunately, it has been shown many times that even state-of-the-art DNNs can easily be
fooled by adversarial attacks [1]. It is even more concerning that such attacks do not only work
in lab settings but also in realistic settings [2, 3, 4]. In particular [5] vividly demonstrate this by
placing stickers on real traffic signs.
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The goal of this thesis is to implement a search-based test case generation for DNNs and
evaluate a metric of how robust a deep learning computer vision system is against a certain
physical attack method.
Based on the obtained results, one can make an argumentation that a system tested
in a tough situation will work flawless in other less critical situations. Finally, this makes a
contribution towards verification and correctness of machine learning systems and how search
can help finding "good" test cases [6] which reveals potential defects of a machine learned
system.

Working Plan
1.
2.
3.
4.

Familiarize yourself with the literature on testing machine learning systems
Conduct a literature survey on physical world adversarial attacks
Write the exposé
Search for a state-of-the-art pre-trained traffic sign detection deep learning model and
dataset
5. Implement the search-based test case generation
(a) Formulate the search space and implement the image generation for this exact
search problem
(b) Perform the search-based test case generation (implement the actual search)
(c) Derive robustness metrics (e.g. the minimum area, number, and position of stickers
placed on the traffic sign)
(d) Evaluate the implemented approach. This is a two-fold task. On the one hand, the
implemented test case generation should be evaluated. On the other hand, the
underlying deep learning model should be evaluated on the basis of the derived
robustness metrics.
6. Write the thesis report

Deliverables
• Exposé (about 6 weeks after kick-off)
• Source code of the implementation.
• Short technical report with comprehensive documentation of the implementation, i.e.
design decision, technologies used and usage instructions.
• Final thesis report written in English and in conformance with TUM guidelines
• Presentation of the work at the chair (2-3 weeks after submission)
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